CORISECIO - LBS Automation

Mobile Suite - more than just Device Management

LBS Automation adds location based services to the securityRunTime. On
basis of geo positioning data the location dependent behaviour of the mo-
bile device is automated. Location based the complete Smartphone may
be reconfigured automatically. WLAN, Internet connections or VPN ac-
cesses are configured according to business branch office. Or build-in
cameras will be switched off automatically at entering the premises. Fur-
thermore on the device actions and applications can be started at entering
the building like e. g. the guide leading to the conference room.

LOCATION BASED CONFIGURATION

LBS Automation is integrated completely in the Mobile Suite and supports
the whole function range like Mobile Firewall, Device Control etc. Profiles
containing the configuration settings for the Smartphone provide a basis.
Profiles are assigned to locations and zones and the device uses the rules
at entering resp. leaving a zone. So an automatic reconfiguration is possi-
ble just as well as changing of security settings and user rights. Examples
are camera switch-off at entering the premises or modifying the internet

connections at travels abroad.

LOCATION BASED ACTIONS

At entering a zone additionally free definable actions may be accom-
plished. For the user files may be opened automatically, applications
started or a video file played with information regarding his location.

GEO DATA - GPS & GMS

CORISECIO may use GPS Data and/or GSM cell information for position
determination. This data is checked and processed in configurable inter-
vals. There geo data polygons may be used for definition of event zones e.
g. premises or even a region. Supported by GSM cell information compa-
nies are independent of use of GPS-capable devices or satellite visual con-

nections.

ADMINISTRATION

Security Administration offers an easy and practicable tool for administra-
tion of locations and allocated policies. CORISECIO uses the XML-Standard
Keyhole Markup Language (KML) and offers interfaces for im- and export
of geo data. So external systems and tools (e. g. Google Earth) are con-
nected standard compliant and used for definition of zones and areas.
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FACTS

Location dependent device settings

Location dependent security set-
tings

Country specific internet and roam-
ing settings

Tracking information

Multimedia indicators/guides/
routing functions

Location dependent actions (scripts,
executables, etc.)

BENEFITS

Cost savings
Increased security
Increased control over network use

Complete tracking even without
GPS-capable devices

CORISECIO

Server

Mobile
Firewall

Clign,

Factsheet - LBS 31.03.2009

CORISECIO GmbH UhlandstraBBe 9 D-64297 Darmstadt Germany

WWW.corisecio.com

Copyright 2009



CORISECIO

Corporate Information Security

I B e . &
With simple tools CORISECIO supports creation of location based rules. KEY FEATURES

GPS and/or cell information are recorded by the PDA Tool and may so be Position determination
easily used for easy creation of zones. o GPS data and/or GSM cells

CORISECIO - Mobile Suite is the enterprise solution for the secure and * Adto. error correction

o Second by second position determina-

efficient use of mobile devices. Enhanced with LBS Automation the solu- p
on

tion is becoming more powerful. Complete control over Smartphones )
Location dependence for all compo-

with location based actions, configuration, Security Policies allow compa- nents/functions of Mobile Suite

nies the flexible use of mobile devices at different locations, areas and ) ]
o Changing of profiles over all compo-
subsidiaries — at increased usability and security. nents

Location dependent start of actions
o Executable programs

o Preconfigured actions/scripts
Central location management

o Supports KML (Keyhole Markup Lan-
guage)

o Im/Export interfaces (e. g. for Google
Earth)

LBS Collector
o Recording of positioning information

o GPS and GMS cell information
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