CORISECIO - Mobile Suite Enterprise

Enhance your Enterprise with Mobility

Mobile Enterprise enhances the Mobile Suite with functions, which allow an
efficient management of mobile users, rights and roles as well as the inte-
gration of mobile users in the existing infrastructure. There are necessary
functions like user administration, certificate management, and PKI (Public
Key Infrastructure) with own CA (Certificate Authority) are built-in. Fur-
thermore CORISECIO offers functions for integration of existing solutions
like Meta Directories, CA and Trust Centres. Automatic workflows for
Over-the-Air (OTA) roll-out and certificate management supports compa-

nies at managing mobile users and devices.

EASY ADMINISTRATION

An intuitive console offers the administrator to efficiently perform even
complex processes like user-, rights- and certificate-management. Soft-
ware to be installed, configuration and security settings are assigned to
the mobile user via the role concept. The Enterprise Extension so com-
pletes the circle between mobile users and desktop users.

ENTERPRISE READY — LDAP, CA AND TRUST CENTERS

With the central administration even complex certificate management
tasks are as easily completed as the allocation of a role. Key Usages of
certificates and role specific configuration lose their complexity. For the
handling with complex domain structures there are interfaces for LDAP
directories, which allow to easily integrate mobile users from the in house
directories. Certificates may issued via an own CA per mouse click or op-
tional with integration of an existing CA or a Trust Centre.

RoLL-OuT

For administrators a considerable challenge is the roll-out of mobile de-
vices. Factory-new devices are installed, configured and secured automati-
cally with Mobile Enterprise. Even third-party software and partner prod-
ucts may be installed directly on the end device. CORISECIO provides
field-tested mechanisms, which allow to integrate thousands of users and
Smartphones. Even the certificate distribution may be done optionally
Over-the-Air (OTA), via Web Portal or via ActiveSync (Online/Offline). The
subsequent installation for the user is reduced to password entry for ini-
tialization of the certificate. Secure access to the company network, E-
mail, WLAN and much more may used directly.
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Administration of mobile users

FACTS

PKI for Smartphones and PDAs
Automatic OTA roll-out
Integration of existing certificates
Mobile rights and roles

Certificate Management

BENEFITS

"Easy PKI" per mouse click
Increased security

Cost reduction

High controllability
Protection of investment

Maximum usability
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User administration

BACKUP & RECOVERY

After the roll-out an automatic backup of device configuration and in-
stalled certificates allows to immediately use the device in case of a hard
reset. The user only inserts the SD card and the device configuration is
recovered and personal certificates restored. Technically linked to the
device and encrypted an unauthorized use of the Backup files is pre-

vented.

USER HELPDESK

CORISECIO supports the User Helpdesk Integration and provides simple
workflows. So Helpdesk staff may activate devices or synchronizations

via Challenge-Response.

With CORISECIO - Mobile Suite companies receive complete control over
their used mobile devices. The Enterprise Extension adds mobile user,
rights and role management to the CORISECIO - Mobile Suite. It offers
important integration and workflow functionality to companies and en-
ables an integration of mobile users into the company infrastructure. Mo-
bile users are provided fast and easy with device configuration, software,
security policy and certificates and at the push of a button thousands of

PDA may be rolled out ,company-ready."
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Own user administration

Integration of directories (Active
Directory, LDAP) (optional)

Public Key Infrastructure

Own Certificate Authority (CA)
X.509 certificates (Request, Revoke,
Renewal)

Autom. Certificate management
(incl. CRL Support)

Import of existing certificates

(p12, pfx)

Integration of external CA and Trust
Center (optional)

Software Roll-out

OTA via Web Portal/Web Application
Desktop Installer

Certificate issuing and distribution

Centrally via Web Portal/Web Applica-
tion

Centrally via (hidden) Email

Certificate requests provided by the
device

Device linked Key stores

Helpdesk functions

Device Unlock via Challenge/Response

Installation authorization via Chal-
lenge/Response
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