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CORISECIO - Mobile Suite 

Mobile Suite - more than just Device Management 

CORISECIO – Mobile Suite is the well proven security solution for the use 

of mobile devices in enterprises. IT administrators get a product for effi-

cient and easy Smartphone configuration and installation. With only a few 

mouse clicks – from a central console – individually for thousands of us-

ers.  

End users receive a configured and safe device in just three steps. 

1. Unpack factory-new device 

2. Plug in and switch on device – installation and configuration are carried 

out automatically 

3. Use device — all done within just a few minutes! 

Basis is the CORISECIO securityRunTime as secure environment with inte-

grated Device Management. Protected against deinstallation and manipu-

lation it allows for the secure enforcement of configuration– and security 

settings. Further more there are roll-out and helpdesk functions already 

integrated. The administration of all mobile devices is done intuitively via 

one central administration. The end user receives all software installed 

and all configurations set on his device. Safe access to the company net-

work, email, WLAN and much more may be used by the end user immedi-

ately and synchronisation with the in-house Exchange Server may be con-

figured permanently. Backup and Recovery functions offer a hard reset 

feature. The complete software and configuration settings may be re-

stored automatically. The user only inserts his SD card and the device is 

ready for use in no time at all. 

REMOTE CONFIGURATION 

The securityRunTime does the installation of all devices used within the 

company and offers additional remote configuration capabilities for Win-

dows Mobile Applications. Based on the configuration profiles, companies 

are able to configure thousands of mobile devices with just one mouse 

click. Workflows for roll-out assist administrators on installing the devices 

per mouse click. The administrator may choose installation via CAB files, 

Desktop Installer or SD cards. The Enterprise Extension also provides 

Over-the-Air (OTA) installations on basis of email or Web Portals. Installa-

tion is done fully-automated without user interaction.  

 

 

BENEFITS 
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Remote administration of mobile 

users 

Device Management 

(OTA-) Roll-out of mobile devices 

Device Configuration         

(network, WLAN, email etc.) 

User Rights & interfaces and syn-

chronisation control 

Automatic certificate management 

for S/Mime email, VPN etc. 

Automatic Backup & Recovery 

FACTS 

Efficient administration via central 

management of mobile devices 

Fast ROI 

Increased security level 

Decreased risk 

Higher efficiency 

Improved usability 

Decreasing help desk costs 

Reduced administration effort 

Higher availability 
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MOBILE FIREWALL 

Mobile Firewall protects the device configuration and controls risky inter-

faces. So companies receive a complete safety kit for mobile devices. 

User rights for setting changes, rules for use of Bluetooth- and WLAN 

adapters, IrDa interfaces and digital cameras may be realized up to 

driver level. Risks of an unwanted synchronisation may be solved easily 

with Mobile Firewall. The authorisation is verified during connection 

build-up. Synchronisation with unwanted devices e.g. with the private PC 

is prohibited. Furthermore pre-defined internet connections, access 

points, VPN tunnel and Proxy Server protect the business critical infra-

structure. To enhance usability unused and blocked program- and set-

ting-icons can be removed easily.  

LBS AUTOMATION 

LBS Automation adds location based services to CORISECIO – Mobile 

Suite. On basis of geo positioning data the location dependent behaviour 

of the mobile device is automated. Location based the complete Smart-

phone may be reconfigured automatically. LBS Automation is integrated 

completely in the securityRunTime and provides companies to enforce 

location dependent device configuration and security settings. 

MOBILE PKI 

With the Mobile PKI solution certificates may be used safely and easily 

for (Push)-E-Mail, VPN connections and even for the device log-in. So 

customers get a certificate based Single Sign-On for all security-relevant 

authentications like VPN or E-mail. Central certification management ad-

ministrates certificates for mobile users and enables easiest use of PKI 

for mobile devices. Furthermore CORISECIO enhances the Microsoft File 

Encryption (EFS). Contrary to the standard Microsoft solution encrypted 

contents may also be used after a hard reset. Additionally the key store 

may be bounded to the hardware (device, SD or SIM card). So a security 

level similar to Smart Cards is achieved. 

ENTERPRISE-READY 

The Enterprise Edition adds administration of mobile users, rights and 

certificates to the Mobile Suite. Import and synchronisation with in-house 

LDAP directories for user administration is as easily done as the integra-

tion of external CA and Trust Centres. For roll-out OTA workflows are 

available which allow a worldwide distribution of software, certificates 

and configurations.  

 

KEY FEATURES 

secRT (Basis component) 

• Remote configuration*  

• Profile management 

• Roll-out mechanisms 

Mobile Firewall*  

• User rights 

• Rules for use of interfaces, applica-

tions and features 

• Enforcement of Synchronisation rights 

• Reduction of complexity 

• Usability  

Mobile PKI 

• Import and use of certificates 

• Single-Sign On*, File encryption* 

• Email encryption & VPN connections* 

LBS Automation* 

• Location based services 

• Location dependent behaviour of the 

mobile device 

Enterprise 

• User, rights & roles management 

• Integration of existing Meta Directo-

ries, Trust Centre and CA (optional) 

• OTA – Roll-Out e. g. via company 

portal 

* Windows Mobile only 
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NEW DEVICES – WITHOUT CODE CHANGE 

Embedded Systems like Windows Mobile are highly hardware dependent 

and product life cycles are short. CORISECIO meets the surge of new 

devices with a unique concept which enables support of new devices 

without code changes. The independent data base Device Knowledge 

Base offers the possibility to fast support new devices. Whether Smart 

Phone or Pocket PC – customers automatically gain the support of recent 

devices for their enterprise solution. So maximum future proofness is 

guaranteed. 

With CORISECIO – Mobile Suite companies achieve complete control over 

their established mobile devices. With the solutions’ full protection, cost 

and time advantages for configuration, enhanced security for use of mo-

bile devices as well as maximum expandability, compatibility and long-

term feasibility CORISECIO sets a new standard in management and ad-

ministration of mobile devices. Despite complex smartphones end users 

receive an unmatched high usability for their mobile devices. 
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