CORISECIO - Portal Security (DLP)

Data Leakage Prevention for Enterprises

Theft of sensitive information and documents is increasing further and
companies are forced to especially focus on internal safety measures.
Even when using portals complete solutions are needed to prevent theft

and misuse of sensitive information.

CORISECIO integrates Data Leakage Prevention (DLP) solutions into the
SAP Portal and protects companies against misuse and theft of sensitive
data. DLP solutions scan documents and reliably block sensitive informa-
tion and unwanted contents. On basis of internal corporate policies ma-
nipulation, sending and duplicating of data may be prevented. Besides the
document text the solution also scans hidden meta data and additionally
provides the possibility to create tamper-resistant pdf documents. The
solution is easily to be integrated into leading office applications like Mi-
crosoft Office, Lotus Notes, etc.

On basis of CORISECIO securityRunTime the use of DLP solutions for SAP
and other enterprise applications is now possible for the first time. For the
user all scans in a portal or in the SAP GUI are completely transparent and
without modification of workflows. Existing applications do not have to be
adjusted. To meet the companies’ different requirements in the best pos-

sible way, CORISECIO provides different operating modes of the solution.

Uske CASES

The reliable scanning of the complete data stream may be done with the
implementation before the portal (Streaming Mode). So companies gain
control over all incoming and outgoing data - transparent, easy and high

performing.

Direct embedding in SAP applications is possible via standard interfaces
(Application Mode). There customer benefit of the seamless integration
into all SAP applications (e. g. SAP GUI). With the parallelization of scan
and transmission processes even high performance requirements may be

met by using the On-Demand Mode.

SAP CERTIFICATION

The solution package CORISECIO - Portal Security (DLP) is SAP certified.
This guarantees the seamless integration into SAP products. So customers
receive future proofness for SAP R/3 environments as well as for future

SAP NetWeaver applications.
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FACTS

Data Leakage Prevention for SAP
applications

Integration of DLP solutions in CO-
RISECIO securityRunTime

Supports SAP Standard interfaces
DLP as SOA Security Service

BENEFITS

High protection of data in portals
and applications

Unchanged Workflows by seamless
integration

Low administration- and configura-
tion need

Low migration and license costs
Future proofness

High scalability
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Nevertheless the Portal Security is no mere SAP solution but also pro-
tects portals and applications of other manufacturers as efficiently and
reliably. The solution is based on the CORISECIO securityRunTime and
supports leading Application Server and Portal applications.

INSTALLATION & ADMINISTRATION

In the central administration CORISECIO provides the possibility to
model dynamic Security Policies. So the behavior of the DLP services
may be specified process dependant and realized automatically. Adjust-
ments may be done during the runtime. The installation is completed
within a few minutes and is supported by an intuitive user interface. All
components may be installed by the administrators using (SAP) standard
tools.

PERFORMANCE

The CORISECIO solution runs completely scalable, an existing Load Bal-
ancer is used automatically. The CPU intense scan process may be done
on a separate server and is easily scalable via additional CPU capacity.

So the applications’ performance is not affected.

COMPREHENSIVE SECURITY

CORISECIO - Portal Security provides a complete security solution for
portal protection. The solution bases on the CORISECIO securityRunTime
and protects - besides portals - also SOA infrastructures. Data traffic is
scanned in real time and connectable filters like e.g. WAF, AntiVirus and
DLP repel threats before they even reach the portal or the applications.
Furthermore CORISECIO provides a Single-Sign On which enables secure
and easy access to portal and backend applications on user basis. All CO-
RISECIO Portal Security components are SAP certified and so provide the

most comprehensive protection for portals.

KEY FEATURES

Data Leakage Prevention for portals
und web applications

Integration in SAP Enterprise Portal
and SAP GUI

Web Service/SOAP/XML Support
Operation Modes

¢ Streaming (Transparent Proxy)

¢ Application (SAP Standard inter-
faces)

¢+ On Demand (High Performance
Implementation)

Threat Notification configurable

Central CORISECIO Security Admini-
stration

PLATFORMS

SAP NetWeaver - certified Integra-
tion

IBM Websphere
Microsoft
BEA

Oracle

SAP’ Certified

Integration with SAP NetWeaver®
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